WH®OPMALIMOHHAS TIAMATKA
JUISI OBYYAIOIIUXCS 1151 PASMEILEHUS
HA O®ULIUAJBLHBIX MHTEPHET-PECYPCAX

C KkaXpIM I'0JIOM MOJIOJIC)KH B HHTEPHETE CTAHOBUTHCS OOJIbIIE, a KOJbHUKUA OTHU
U3 CcaMbBIX AaKTUBHBIX IOJb30Bareiieli PyHera. Mexay Tem, ITOMHMO OTPOMHOIO
KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPoOJIeMbl. DTa MaMATKa JOJDKHA ITOMOYb
TeOe 0e30IIacHO HAaXOIUTHCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMnbroTepHBIli  BUPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrpamw,
OTJIMYUTENBHOU OCOOEHHOCTBIO KOTOPOW SIBJIETCS CHOCOOHOCTh K pPa3MHOXKEHHIO. B
JOTIOJTHEHUE K 3TOMY, BUPYCHI MOT'YT IOBPEIUTH I MTOJHOCTHIO YHUUTOKUTD BCE (Pailiibl
U JaHHbIE, MOJKOHTPOJIbHBIE IOJb30BATEN0, OT MMEHM KOTOpPOro Oblaa 3aIlylieHa
3apakK€HHas MpPOrpaMMa, a TAK)KE MOBPEIUTh WM JAXE YHUYTOXUTH ONEPALMOHHYIO
CUCTEMY cO BceMH (ailamMu B 1eaoM. B OONBIIMHCTBE ClydyaeB pPaclpOCTPaHSIIOTCS
BHPYCHI YEPE3 UHTEPHET.

MCTOI[BI 3aIlIUThI OT BpECAOHOCHBIX ITPOIrpaMM:

l. Hcnons3yil COBpPEMEHHBIE ONEPALUOHHBIE CHUCTEMBI, HMEIOIIUE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX MTPOTPAMM;

2. IlocrosiHHO ycTaHaBiuBai madyTH (LIUQPPOBHIE 3aIUIATKH, KOTOPhIE aBTOMATHYECKH
YCTAaHABJIMBAIOTCSA C IEJIbI0 JOPAaOOTKH MPOrpaMMbl) U Jpyrue OOHOBJICHHS CBOEH
omneparmoHHo# cuctembl. CkaunBail UX TOJBKO ¢ opuiIMaibHOrO caita pazpadorunka OC.
Ecnu cymecTByeT pexkuM aBTOMAaTHYECKOI0 OOHOBJIEHUS, BKIIIOUHU €T0;

3. Pabortaii Ha cBoeM KOMIIBIOTEpPE TII0J TIpaBaMU IOJIb30OBATENs, a HE
aIMUHHUCTpATOpPa. OTO HE TMO3BOJIMUT OOJIBIIUHCTBY BPEIOHOCHBIX MpOrpamMm
MHCTAJJIUPOBATHCS HA TBOEM MEPCOHATLHOM KOMIIBIOTEPE;

4. Ucrionb3yit aHTUBUPYCHBIC MPOTPAMMHBIE MMPOAYKThI H3BECTHBIX ITPOU3BOIUTEIICH,
C aBTOMAaTUYECKUM OOHOBJIEHHEM 0a3;

5. Orpaanub PU3NYECKUN JOCTYI K KOMIBIOTEPY JUTsl TOCTOPOHHUX JIHII;

6. Mcnionb3yii BHEIIHME HOCUTENHN UH(POPMALIMHU, TaKue Kak (ielliKka, TUCK Uiu (aii
Y3 UHTEPHETA, TOJIBKO U3 POBEPEHHBIX UICTOYHUKOB;

7. He oTKpbIBail KOMIIbIOTEpHBIE (aiiiibl, TOJIYYCHHbIE U3 HEHA/IEKHBIX UCTOYHUKOB.
Jlaxxe Te ¢aiiibl, KOTOpbIE MPUCIA TBOM 3HaKOMBIN. Jlyuiie yrouHu y HEero, OTHpaBIIsii
71 OH TeOe ux.

Cern WI-FI

Wi-Fi - 3T0 HEe BUJ niepenaun JaHHBIX, HE TEXHOJIOTHSI, a BCETO JIUIIh OPEHI, MapKa.
Eme B 1991 rony Humepmanmackas kommnaHusi 3apeructpupoBana opern "WECA", gto
ob0o3Hauano cnoBocoueranue "Wireless Fidelity", xoTopblii mepeBOAUTCS —Kak



"GecnpoBOIHAS TOYHOCTH".

Jlo Hamiero BpemMeHHW Jommia Apyras aOOpeBwarypa, KOTopas SBISICTCS TaKOW Ke
TexHoyorue. 1o abopeBuarypa "Wi-Fi". Takoe Ha3BaHme ObUIO TaHO ¢ HAMEKOM Ha
CTaHAApT BBICIICH 3BYKOBOW TexHuku Hi-Fi, yto B mepeBoje o3HayaeT "BhICOKas
TOYHOCTB".

Jla, becrutaTHBIN HHTEPHET-A0CTY B Kae, OTEISAX U a3pornopTax SBISETCS OTIUIHON
BO3MOKHOCTBIO BBIX0/1a B UHTEPHET. HO MHOTHE SKCTIEPTHI CYMTAIOT, 9TO OOIIEIOCTYITHBIE
Wi-Fi cetu He aBIIsAr0TCS 0€30I1aCHBIMU.

CoBeThl 110 0€30MacHOCTH padOThI B 00IIEIOCTYIHBIX ceTsaX Wi-fi:

1. He nepenamaii cBoro Iu4HYyr0 MHpOpMaruio depes oduieaoctymnasie Wi-Fi cetu.
PaboTas B HUX, )KeJIaTeIbHO HE BBOJUTH NAPOJIH JOCTYTa, IOTUHBI U KaKHEe-TO HOMEPA;

2. Ucnonb3yil u 0OHOBIIAM aHTUBHPYCHBIE MTPOrpaMMbl U OpanaMayep. Tem cambiM
ThI 00€30MacuIllb ce0sl OT 3aKauKH BUPYyCa Ha TBOE YCTPOICTBO;

3. Ilpu ucnonbzoBanun Wi-Fi otkmoun ¢ynkuuio "OOmuid goctyn k Qaitnam u
npuntepam". JlaHHas (QyHKUOUS 3aKpbiTa 1O YMOJYAHUIO, OJHAKO HEKOTOpPbIE
M0JIb30BATENIM aKTUBUPYIOT €€ Ui y100CTBa UCII0JIb30BaHUA B paboTe uiu yueoe;

4. He ucnonb3yii myonnunbii WI-F1 s nepenaun nu4HbIX JaHHBIX, HAIPUMED IS
BBIX0/1a B COLIMAJIBHBIE CETU WJIN B AJIEKTPOHHYIO MIOYTY;

5. HUcnonb3yit Tonpko 3amuieHnoe coeaquaenne uepes HT'TPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBOAU UMEHHO "https://";

6. B wmoOunpHOM Tenedone ortkmroun Qynkiuio "loakmrouenne k  Wi-Fi
apromatudecku". He nomyckail aBTOMaTH4E€CKOT0O MOJAKIIOUEHUS YCTPOicTBa K ceTsiM Wi-
F1 Ge3 TBoero cornacus.

ConuajabHbIe CeTH

CounasibHbIC CETU aKTUBHO BXOJIST B HAIIly )KMU3Hb, MHOTHE JIFOAU pa0OTAIOT U )KUBYT
TaM IOCTOSIHHO, a B Facebook yke 3aperncTpupoBaH MUJUIHAP]T YEIOBEK, YTO SIBISETCS
OJIHOM ceabMOM BCEX JKUTeleHM MiaaHeThl. MHOrue I0Jb30BaTe/ii HE MOHHMMAIOT, YTO
nHpopMaIus, pa3MeIIeHHas HWMH B COIMAJIbHBIX CETSIX, MOXKET OBITh HaljaeHa u
MCIIOJI30BaHa KEM YTOJTHO, B TOM YHCJI€ HE 00s13aTeIbHO ¢ OJ1aruMu HAMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€301IaCHOCTH B COIIMaJIBHBIX CCTAX:

1. Orpannub cnucok apy3ei. Y TeOs B ApY3bsiX HE JOKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amumiai cBOIO YacTHYIO ku3Hb. He yka3piBail maponu, TenedoHsl, aapeca, 1aTy
TBOETO POXIEHUS M JIPYryl0 JHYHYIO HHOpManuio. 3JI0yMBIIUICHHUKA MOTYT
UCIIOJIb30BaTh J1aXe NH(OPMALIUIO O TOM, KaK Thl U TBOU POJAUTEINH INIAHUPYETE IPOBECTU
KaHMKYJIBI;



3. 3amumiail CBOIO pemyTaluio - IepKU €€ B YUCTOTE U 3aJaBail cebe BOIpoc: X0Tel
OBl TbI, YTOOBI PYyTUe MOJIb30BATENN BHUJIEIH, YTO ThI 3arpysxkaewb? [logymail, npexae
YeM 4TO-TO ONyOJIMKOBATh, HAMIMCATh U 3arPY3UTh;

4. Ecnu Tl TOBOPUIIB C JKOJbMHU, KOTOPBIX HE 3HACIIb, HE UCIIOJB3Yl CBOE PEAIBHOE
UMS U IPYTYIO JTUYHYIO HH(OPMALIUU: UMSI, MECTO JKUTEIHCTBA, MECTO YUeObl U IPOUEE;

5. WNzberait pasmemenust ¢Gortorpaduii B WHTEpHETe, Tae ThI H300pakeH Ha
MECTHOCTH, IT0 KOTOPOW MOKHO OIPEICIUTh TBOE MECTOIIOJIOKEHUE;

6. Ilpu perucrpauyu B COLUUAIBHON CETH HEOOXOJUMO MCIIOJIB30BATh CIIOKHBIE
[apoJiu, cocTosiimue u3 OykB ¥ LU(P U C KOJTMYECTBOM 3HAKOB HE MEHEe §;

7. Jns couuanbHOM CETH, MOYTHl U JIPYTUX CAMTOB HEOOXOIUMO HCIIOJIb30BaTh
pazHbie maposi. Torjga ecnu TeOs B3JIOMAIOT, TO 3J0YMBIIIJICHHUKH TMOJydYaT JOCTYII
TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBbIE IeHbI'H

DONEeKTPOHHBIE AEHBIH - 3TO OYEHb yI00HBIN CITOCOO TUIATEKEN, OJTHAKO CYIIECTBYIOT
MOIIIEHHUKHU, KOTOPBIE XOTAT MOJYYUTh 3TU JEHBIH.

BJ'IGKTpOHHBIG JCHBI'M ITOABUJIMCH COBCCM HCJABHO 1 UMCHHO HM3-3a 3TOI'O BO MHOT'MX
rocyaapcrBax A0 CHUX IIOp HC ITPOIIMCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIIMOHUPYIOT M O HUX YXE MPOIMHCAHO B 3aKOHE, TAE UX
pa3aesaioT HA HECKOJIBKO BUAOB - AHOHUMHBIE U HE aHOHUMHbIC. PazHuIla B TOM, 4TO
QHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MpoBOAUTh oniepaluu 0e3 uaeHTu(puKaIuu
M0JIb30BaTENs, @ B HEAHOHUMHBIX UJICHTU(UKAIMS TI0JIb30BATENIS SBIISECTCS 0053aTEIHHOM.

Taxoke cneayer pa3nuyaTh AJIEKTPOHHbBIE (PUaTHBIE IEHBIH (PaBHBI TOCYIAPCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHBIC HE(UATHBIC IEHBI'U (HE PABHBI TOCYIAPCTBEHHBIM BaIIOTaM).

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AIECKTPOHHBIMU JEHBIAMHU:

1. ITpuBsKu K cyeTy MOOMITbHBIN TenedoH. DTO caMblil yTOOHBIN U OBICTPBIN cIOCO0
BOCCTAaHOBUTH JOCTYN K cueTy. [IpuBsizanHbIil TenedoH MOMOXKET, €clid 3a0yAelib CBOU
IJIATEKHBIN MTApOJIb WIN 3aWJICIIb HA CAUT C HE3HAKOMOI'O YCTPOWCTBA,

2. Ucnonb3yi ogHOpa3oBbie naposu. [locime nepexona Ha YCUIIEHHYIO aBTOPHU3ALUIO
Tebe yxe He OyJeT yrpoxKaTh OMACHOCTb KPa)Ku MJIM MepexBaTta MIaTeKHOIro MapoJis;

3. Beibepu cioxHblid mapodib. [IpecTynHukaMm OyaeT He MPOCTO yrajaTh CJIOXKHBIN
napoJib. HajexHple mapoim - 3TO MapoJid, KOTOpPBIE COAEpKaT HE MEHee § 3HAKOB U
BKJIFOYAIOT B C€0sl CTPOYHBIE ¥ MPONUCHBIE OYKBBI, U(PPBI U HECKOJIBKO CUMBOJIOB, TAKHE
KaK 3HaK JoJu1apa, pyHTa, BOCKIMIATESIbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOJIM CBOM JIMYHBIE JJAHHBIC HA CaTaX, KOTOPHIM HE JOBEPSIEIIb.

JJIeKTPOHHAA MOYTA



DNEeKTPOHHAS MOYTA - 3TO TEXHOJIOTHUSI U MPEIOCTABIISIEMBIE €10 YCIIYTH 10 MEPECHLIKE
U MOJYYEHHUIO AJIEKTPOHHBIX COOOIEHUM, KOTOPhIE PACHpPENesiOTCs B KOMIBIOTEPHOM
cetd. OOBIYHO DJIEKTPOHHBIM TMOYTOBBIA SAIMIMK BBITJSIUT CIEIYIOUIUM 00pa3oM:
UMs_TI0JIb30BaTeNsI(@uMs_JoMeHa. Takke Kpome mepeqadyd MpoCcTOro TEKCTa, MMEeeTcs
BO3MOXHOCTh Mepe/1aBaTh (pailiibl.

OCHOBHBIEC COBETHI IO 0€301IaCHOM padOTE C IIECKTPOHHOU MTOYTOM:

1. Hamo BBIOpaTh NpaBUIIbHBIA MOYTOBBIA CEpBHUC. B MHTEpHETE €CTh OrPOMHBIIA
BBIOOP OECIUIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIIE JTOBEPSITh TEM, KOTO 3HACIIb U
KTO IIEPBBIA B PEUTHHTIE;

2. He yka3bIBaii B IMYHOM MouTe JMYHYI0 HHPOpManuio. Hanpumep, mydrie BEIOpaTh
"My3bIKanbHbI_(panat@" wim "pox2013" Bmecto "temal3";

3. Mcnonp3yil ABYXITAllHYIO aBTOPU3ALMIO. JTO KOIZAA MOMHMO I1apoJid HYXKHO
BBOJIMTH KOJ, IPUCHUIaeMblii 0 SMS;

4. BoiOepu CHOXKHBIN maposib. {15 KaK0ro mOYTOBOTO SIIIMKA JOJKEH OBITH CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Eciia ecTh BO3MOKHOCTB HAIIMCATh CAMOMY CBOM JIMYHBIM BOIIPOC, UCIIOJIB3YH ATy
BO3MOKHOCTb;

6. Mcnonp3yld HECKONBKO MOYTOBBIX SIIUKOB. [IepBbIi 111 4aCTHOW INMEPENHUCKU C
aapecataMy, KOTOPBIM Thl JTOBEPSEIIb. JTO 3JIEKTPOHHBIN aApeC HE HAJO0 HUCIIOIb30BaTh
IpU PErUCTpalvy Ha popyMax M caiTax;

7. He oTkpbIBaii (aiiiabl U Apyrue BIOXKEHUS B MUChMaXx, Ja)e €CIU OHU MPUIILIU OT
TBOUX Apy3el. JIyuie yTouHu y HUX, OTIPABIISUIH JIU OHU TeOe ATU (ailiibl;

8. Ilocie okoH4YaHMs pabOTHI HA MMOYTOBOM CEpPBHCE MEpE] 3aKPbITHEM BKJIAJKU C
calToM He 3a0y/Jp HaxaTh Ha "BeriTu".

KuoepOyjmHr ujim BUPTyaJbHOE U3/1€BATEIbCTBO

KubepOymumiHr - mpecieoBaHUE COOOIICHHUSIMH, COJEPKAIUMU OCKOPOJICHUS,
arpeccuro, 3amyruBaHue; XYJIUTAaHCTBO, COIMAIbHOE OOWKOTHPOBAHHE C TIOMOIIBIO
Pa3TNYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 00pHOE ¢ KMOEPOYIITUHTOM:

1. He Gpocaiicst B 60ii. JIyumuii crioco6: mOCOBETOBATHCS Kak ce0sl BECTH U, €CITA HET
TOTO, K KOMY MOYXHO OOpaTUThCS, TO BHAYAJIC YCIIOKOUThCA. ECii ThI HaUHEITh OTBEYATH
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBLKO €IIe OOJBIIIE Pa30KKEIIh KOHDINKT;

2. Yupasnsii cBoed kubeppermyTaruei;

3. AHOHMUMHOCTh B ceTd MHHUMas. CyIIecTBYIOT CIOCOOBI BBISICHUTh, KTO CTOUT 3a
AHOHMMHBIM AKKAYHTOM,;

4. He cTouT BeCcTH XyJUTaHCKUW o0pa3 BUPTYyaJdbHOU *u3HU. IHTEepHET huKcupyeT



BCE TBOM JICHCTBUSI U COXPAHSET UX. Y JAIUTh UX OyJeT KpailHe 3aTpyAHUTEILHO;
5. Cobmrofait CBOIO BUPTYaJIbHYIO YE€CTh CMOJIONY;

6. Urnopupy#t enuHuyHbIi HeraTuB. OJHOpPA30BbIE€ OCKOPOUTENIbHBIE COOOIIECHUS
Jy4uie UIrHopupoBatb. OOBIUHO arpeccus MpeKpamiaeTcs Ha Ha4aabHOW CTaInu;

7. ban arpeccopa. B mnporpaMmmax oOMeHa MIHOBEHHBIMH COOOIICHHUSIMHU, B
COIIMAIBHBIX CETAX €CTh BO3MOXXHOCTb OJIOKUPOBKM OTIPABKU COOOIIEHUN C
OTpeJeIIeHHBIX aJPECOB;

8. Eciu Tl cBuaerens kuOepOysumHra. TBow JeHCTBHS: BBICTYNUTH MPOTUB
peciieIoBaTesl, 0Ka3aTh eMy, YTO €ro ACHCTBUS OLIEHUBAIOTCS HETaTUBHO, MOJIJIEPKATh
KEPTBY, KOTOPOM HYXHA ICHUXOJIOTMYECKasi MOMOIIb, COOOIIUTH B3pPOCIBIM O (hakTe
arpecCUBHOIO MOBEACHUS B CETH.

MooOuibHbIN TesedoH

CoBpeMeHHble cMapT(OHBI M IUIAHIIETHl COAEpPKAaT B ce0€ BIOJHE B3POCIBIM
(GyHKIIMOHAN, U TeHEPh OHU MOTYT KOHKYPHUPOBATh CO CTAIIMOHAPHBIMU KOMIBIOTEPAMHU.
OnHako, CpeICTB 3alUThI 1JI1 TOJOOHBIX YCTPOUCTB MOKA OY€Hb Majio. TecTupoBaHue 1
TOUCK YSA3BUMOCTEW B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak s [IK, To ke camoe
KacaeTcss U MOOMJILHBIX MPHUIIOKEHUM.

CoBpeMeHHbIE MOOWIBHBIE Opay3epbl yKe MPAKTHUYCCKH OTHAIW HACTOJIbHBIC
aHaJIOTH, OJIHAKO pacuiupeHue (yHKIIMOHAJIa BIEYET 3a COO0O0U OOJIBIIYIO CI0KHOCTh U
MEHBIITYIO 3aIUIIICHHOCTD.

Jlaneko He Bce MPOU3BOJAUTENM BBIMYCKAIOT OOHOBJICHMS, 3aKpbIBAIOIIUE
KPUTUYECKHE YA3BUMOCTH JIJI1 CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI JJIs1 0€30MaCHOCTH MOOUIILHOTO TesieoHa:

Huuero He sBisieTcst mo-HacTosimeMy OecruiaTHbIM. bynb ocToposkeH, BeAb Koraa
TeOe mpe/yiaraloT O0ecrjaTHRIM KOHTEHT, B HEM MOTYT ObITh CKPBIThI KaKWe-TO TUIaTHBIE
YCIYTH;

Hymaii, npexxae yem oTnpaButh SMS, ¢oto i Buaeo. Tl TOYHO 3HAEHIb, TJI€ OHU
OyAyT B KOHEUHOM HTOTE?

Heo6xo1uMo 0OHOBIIATE ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;
Vcrionb3yit aHTHBUPYCHBIE TIPOTPaMMBI TSI MOOMITBHBIX TEJIE(POHOB;

He 3arpy>1<a1”4 IMPHIIOKCHUA OT HCU3BCCTHOI'O NCTOYHHKA, BSIb OHU MOTYT COACPKATH
BpPC€AOHOCHOC IMMPOIrpaMMHOC O6CCHC‘ICHI/I€;

[Tocne Toro kak ThI BBIMACIIH C CaiiTa, T/Ie BBOIAWI JIUYHYIO HH(MOPMAITUIO, 3ai/U B
HACTPOWKH Opay3epa u yaanu cookies;

[lepuonuuecku npoBepsii, KaKKe IIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;



JlaBait cBOif HOMEp MOOHIIBHOTO TenedoHa TOIBKO JIIOJSIM, KOTOPBIX Thl 3HACIIb U
KOMY JI0BEpsICIb;

Bluetooth momxen ObITh BBIKIIIOUEH, KOT/Ia Thl UM HE mMoib3yemnibcs. He 3a0biBait
MHOTI' /1A IPOBEPSTH ITO.

Online urpsi

COBpCMCHHBIe OHHaﬁH-HFpLI - OTO KpPACOYHBIC, 3aXBATBIBAIOIIHUC PA3BJICUCHUA,
O6T)CI[I/IHHI-OHIH€ COTHH TbICAY YCJIOBCK II0 BCEMY MHDPY. I/II‘pOKI/I HCCICAYIOT I[&HHBIIZ UM
MHUp, 06HIaI-OTC5I Apyr € AOpPpyrom, BBIIIOJIHAIOT 3aJddHUA, CPAXKAKOTCA C MOHCTpaMHU H
IMOJIYy4arOT OIIBIT. 3a YAOBOJIbCTBUC OHU IINIATAT: IIOKYIIAIOT AUCK, OIINIAYUBAIOT a0OHEMEHT
NN HpI/IO6peTaI-OT KaKHC-TO OIIIIMH.

Bce 3Tu cpenctBa uAyT Ha MOAJEPNKAHUE W PA3BUTUE WIPhL, & TAKXKE Ha caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPH3AIIMH, BBITYCKAIOTCS HOBBIE MAT4H
(umdpoBbie 3aMIaTKy 711 IPOrPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX HUIrpax CTOUT OIIaCaTbCA HC CTOJIBKO CBOMX COIICPHUKOB, CKOJIBKO KpaKu
TBOCT'O IIapOJIsii, HA KOTOPOM OCHOBaHA CHUCTCMA aBTOpU3alluH OOJIBLIIMHCTBA Hrp.

OCHOBHBIE COBETHI IO OE30MACHOCTH TBOETO UTPOBOTO aKKAYHTA:

1. Ecniu gpyroit urpok BeAeT ce0s IUIOXO WM CO3[aeT Te0e HENpHUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB,;

2. Tloxanyiicss agMUHHCTpATOpaM WIPbl Ha IUIOXOE€ MOBEICHHE 3TOT0 HWIPOKA,
KeJIaTeIbHO MPWIOKUTh KaKHe-TO JI0Ka3aTeIbCTBa B BUJIE CKPUHOB;

3. He yka3biBaiil muuHyo uHboOpMaIuio B mpodaiisie urpsr;
4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuuanbHble aTYM U MOJIbI;

6. Mcrionb3yil CII0KHBIE U Pa3HbIE APOIIH;

7. Jaxxe BO BpeMsi UTPbl HE CTOUT OTKJIIOYaTh aHTUBHUPYC. [IoKa ThI urpaemp, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

@OUIINHT WA Kpaika JIMYHBIX JaHHbIX

OOBIYHON Kpakell JEeHEer W JIOKYMEHTOB CETrOJIHS Y€ HUKOTO HEe yAMBHIIb, HO C
Pa3BUTUEM HHTEPHET-TEXHOJOTUM 3JIOYMBIIUICHHUKH TEPEMECTUINCh B HHTEPHET, U
MPOJIOKAIOT 3aHUMATHCS " TFIOOUMBIM" JIEJIOM.

Tak mosiBUIach HOBask yrpo3a: WHTEPHET-MOIIEHHUYECTBA WU (DHUINUHT, TJIaBHAs
IIeTb KOTOPOTO COCTOUT B TIOJYYCHHHM KOH(MHICHIIMATBHBIX JaHHBIX IOJIB30BATEICH -
JIOTWMHOB U Taposieil. Ha anrnuiickom si3bike phishing untaercs kak ¢umuar (ot fishing -
pbIOHAs JOBIIs, password - mapoJsb).



OCHOBHBIE COBETHI 110 00pHOE C PUILIMHTOM:

1. Cneau 3a cBoMM akkayHTOM. Ecim Thl mojo3peBaelib, 4TO TBOS aHKeTa Oblia
B3JIOMaHa, TO He0OX0UMO 3a0JI0KUPOBATh €€ M COOOIIUTh aAMUHHUCTPATOpaM pecypca 00
ATOM KaK MOXHO CKOPEE;

2. I/ICHOHLBYﬁ Oe30macHEIC Be6-CaﬁTBI, B TOM YHCJIC, HHTCPHCT-MAI'a3MHOB H
IIOUCKOBBIX CUCTEM,

3. Ucnionb3yii coKHbBIE U pa3Hble Tapoiu. Takum 00pa3om, eciu Te0s B3IOMaIOT, TO
3JIOYMBITTUICHHUKHY TOTy4YaT TOCTYI TOJBKO K OJJHOMY TBOEMY NPO(dHIIIO B CETH, a HE KO
BCEM;

4. Ecimn 1e0s B3JIOMAJId, TO HCO6XOI[I/IMO npeaynpcanTs BCCX CBOUX 3HAKOMBIX,
KOTOPLBIC I[O6aBJIeHI>I y TeOs B APY3biaX, O TOM, 4YTO TeOs1 B3JIOMaJIH H, BOBMO>HO, OT TBOCT'O
HNMCHU 6y,[[€T PaCCBIIAThCA CIIaM U CCBIIIKHM Ha (bI/IHII/IHI“ OBLIC CaﬁTBI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOWIBHBIN TeIE(OH;
6. OTKIIIOYM COXpaHEHUE NapoJisi B Opaysepe;

7. He oTkpbIBaii aiiiasl U Apyrue BIOKEHUS B MUChMaXx, Ja)e €CIU OHU MPUILIU OT
TBOUX Jipy3el. Jlydllle yTOYHHM y HUX, OTIPABIISIIM JIU OHU TeOe 3TU (aiibl.

Hudposas penmyranus

[Mudposas peryTarus - 3T0 HETaTUBHAS WM TO3UTUBHAS MH(OPMAIUs B CETH O TeOe.
Kommnpomerupytomas uHpopMaius, pa3MelieHHas B WHTEPHETE, MOXKET CEPhE3HBIM
o0pa3oM OTpa3uThCsA Ha TBOEW peanbHOU xu3HU. "lludpoBas pemyranus" - 5T0 TBOM
UMUK, KOTOPBIN (hopMupyercs u3 uHpopMaiuu o Te0e B UHTEPHETE.

TBOe MECTO JXHUTEJIbCTBA, y4eObl, TBOE (UHAHCOBOE IOJIOKEHHUE, OCOOECHHOCTHU
XapaKkTepa U paccKasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBACTCS B CETH.

MHoTHe MoPOCTKH JIETKOMBICTICHHO OTHOCSTCS K ITyOIUKAIINK JIMYHOW HH(POPMAITHH
B HTEepHETE, HE TOHMMAasT BOBMOKHBIX IMTOCIEACTBUH. ThI Jaxke HE CMOXKEIIb TOTaIaThCs
0 ToM, 4To hoTorpadus, pasMericHHas S JIeT Ha3a/1, CTajla IPUIMHON 0TKa3a MPUHSITH TeOs
Ha paboTy.

KoMmmenTapuu, pasmemenne TBomx (ororpadmii m Apyrue ACHCTBUS MOTYT HE
UCYE3HYTh JIaXe IMOCJE TOTO, KaK Thl MX YAQJIHIIb. Thl HE 3HACIIb, KTO COXPaHUI ATy
nH(popmaIuio, momnajia JiM OHa B TIOMCKOBBIE CUCTEMBI M COXPAHWJIACH JIM OHA, a TJIaBHOE:
YTO MOAYMAIOT O TeOe OKPYXKAIOIIWE JIIOAM, KOTOpble HAWAyT W yBUIAT 3TO. Haiith
nH(}OPMAITHI0O MHOTO JIET CITYCTSI CMOXKET JIF000# - Kak u3 T0OphIX OOYKICHHIA, TaK U C
HaMepeHUEM MIPUYUHUTH BPEl. ITO MOKET OBITH KTO YTOIHO.

OCHOBHBIE COBETHI 10 3allIUTE HU(PPOBOH permyTaluu:

1. Ilogymaii, mpexxae uem 4To-To MyOJIMKOBATh U MepenaBaTh y ceds B OJIore Uiv B
COLIMAJIbHOM CETH;



2. B HacTpoiikax nmpoduiis yCTaHOBU OTpaHUUYEHUS HA TIPOCMOTP TBOETO TPODHIIS U
€ro COACPKMMOT0, c/iesail ero ToJbKo " apy3eit”;

3. He pasmemaii u He yka3biBall HHQPOpPMAIMIO, KOTOpas MOXKET KOro-imudo
OCKOPOJISATH WA OOMKATh.

ABTOpPCKOE NPABO

CoBpeMeHHbIE HIKOJIBHUKU - aKTUBHBIE MOJI30BATENM IIU(GPOBOTO MPOCTPAHCTBA.
OpnHako 1ajneko He BCE 3HAIOT, YTO IMOJIb30BAHWE MHOTHMHU BO3MOXHOCTSIMHU LIU(PPOBOTO
Mupa TpedyeT coOII0ICHHS MPaB HA UHTEIUICKTYaIbHYI0 COOCTBEHHOCTD.

TepMmuH "HHTEIIEKTyalbHasE COOCTBEHHOCTH" OTHOCUTCS K PA3IMYHBIM TBOPEHUSIM
YeJIOBEYECKOro yMa, HayMHas C HOBBIX M300pETEHHMH M 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTb Ha MpPOAYKTHl M YCIyrd, U 3aKaHuMBas KHUTamu, (otorpadusamu,
KUHO(QUIBMAMU U MY3bIKaJIbHBIMU IPOU3BEACHUSIMH.

ABTOpCKHE TIpaBa - 3TO IMpaBa Ha HWHTEUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
POU3BEIACHUS HAYKH, JIMTEPAaTypbl M HUCKYycCTBAa. ABTOPCKHE IIpaBa BBICTYIIAIOT B
KayeCcTBE T'apaHTHM TOTO, YTO MHTEIICKTYaJbHBIM/TBOPUECKUI Tpyn aBTOpa HE Oyner
HaIpacHbIM, AAaCT €MY CIpPaBeJIMBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEIro
TpyAa, MOJIyYUTh U3BECTHOCTh U Npu3HaHue. HukTto 6e3 pasperieHust aBTopa HE MOKET
BOCIPOM3BOJUTh €r0 IPOU3BENEHUE, PACIPOCTPAHATh, MYOJIMYHO JIEMOHCTPUPOBATH,
poJlaBaTb, HUMIIOPTHUPOBATh, IyCKaTb B  MpOKaT, MNyOJIMYHO  HUCIOJHATD,
MOKa3bIBaTh/UCIIOJIHATH B 3upe uinu pazmeniats B UHTepHeTe.

Hcnonb3oBanue '"MUPATCKOro" MPOrpaMMHOTO OOECIEUYEHHS] MOXKET MPHUBECTH K
MHOTHM pPHCKaM: OT TOTepU JAHHBIX K TBOMM aKKayHTaMm JI0 OJIOKUPOBKH TBOETO
YCTPOMCTBA, TJIe YCTAaHOBJICHA HeJlerajibHas rporpamma. He ctout Takke 3a0bIBaTh, YTO
CYIIECTBYIOT JieTajbHbIE U O€CIUIaTHBIC MPOrPaMMBbI, KOTOPbIE MOKHO HAUTH B CETH.

O nopraJe

CeteBUuOK.p - TBOW IJIaBHBIM COBETUYMK B CETHU. 3J€Ch Thl MOXEIIb Y3HAaTh O
0€30MMacCHOCT B CETH TOHSTHBIM U JIOCTYIHBIM SI3bIKOM, a TpPU BO3HUKHOBEHUU
KPUTUYECKON CUTYaIMHM OOPATUTHCS 32 COBETOM. A TaK)Ke MPUHSATH yU4acTUE B KOHKYpCax
Y CTaTh CaMbIM MU(PPOBHIM TPaXKTaHUHOM!



